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1. Purpose. To establish policies and procedures for the U S.
Navy’'s Information Assurance (1 A) Program and inplenment the
provi sions of reference (a). This instruction is a conplete
revi sion and should be reviewed in its entirety.

2. Cancell ati on. OPNAVI NST 5239. 1A

3. Applicability. This instruction applies to all Navy
activities, organizations and contractors that enter, process,
store, or transmt unclassified, sensitive but unclassified
(SBU) or classified National Security information using
information systens or networks at Navy activities, and to
contractor operated or owned facilities under Navy authority,
whi ch shall also conply with the guidelines of reference (b).
This instruction enconpasses all information systens and
networks that are procured, devel oped, nodified, operated,

mai nt ai ned, or managed by Navy organi zational elenents. |If
information in this policy conflicts with other issued policy,
the nore stringent policy applies. Enclosure (1) provides a
list of acronyns used throughout this instruction.

4. Background

a. | nformati on Assurance is defined in Joint Pub 3-13 "Joint
Doctrine for Information Operations” (9 Cctober 1998) as:

“Informati on operations that protect and defend
information and information systens by ensuring their
availability, integrity, authentication, confidentiality, and
non-repudi ation. This includes providing for restoration of
i nformati on systens by incorporating protection, detection, and
reaction capabilities.”

b. The security challenges confronting Navy information and
information systens are multiplying rapidly with the exponenti al
growm h of interconnected systens for produci ng and exchangi ng
data and information. As interconnectivity increases and the
threats to information and infornmation systens becone nore
sophi sticated and diverse, Navy systens becone inherently nore
vul nerable to surreptitious access and nmalicious attacks.
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The fast-paced advances of technology drive Navy reliance on
commerci al technol ogi es and services; however, many of these
solutions may offer only m niml defense against | A threat
activity and nust be augnented by I A disciplines and focused
managenent deci sions to ensure protection of Navy information
and informati on systens.

c. Information Assurance Properties and Services.
I nformation and i nformation systens nust be properly managed and
protected as required by law, regulation or treaty.
Facilitating the managenent and protection of resources requires
the appropriate inplenmentation of security measures providing
the | A properties and services of:

(1) Confidentiality, which supports the protection of
both sensitive and classified informati on from unaut hori zed
di scl osure.

(2) Integrity, which supports protection of information
agai nst unaut hori zed nodi fication or destruction.

(3) Availability, which supports tinely, reliable access
to data and infornmation systens for authorized users, and
precl udes denial of service or access.

(4) Authentication, which supports verifying the
identity of an individual or entity and the authority to access
specific categories of information.

(5) Non-repudi ation, which provides assurance to the
sender of data with proof of delivery and to the recipient of
the sender's identity, so that neither can | ater deny having
processed the data.

d. Mssion Criticality. Assessing the security

requi renents of any information systemfor the five IA
properties requires a determnation of the criticality of the
information systemto the organization’s mssion, particularly
the warfighter’'s conbat mssion. Five categories of criticality
are defined in reference (c), Admnistrative, M ssion Support,
and three categories classified as Mssion Critical, although an
i nformati on system may have conponents that fit in nore than one
category. Mssion criticality is one of the key determ nants of
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information security requirenents, the |level of effort
appropriate to the certification and accreditation of systens,
and the technol ogi es appropriate for inplenmenting the required
saf eguar ds.

e. Information Sensitivity. Information Assurance
requi renents al so depend on the need to control disclosure.
Di scl osure may be restricted either because of national security
classification levels (Confidential, Secret, Top Secret),
because of Special Access (Single Integrated Operations Plan —

SIOP -- or Sensitive Conpartnented |Information —SCl)

requi renents, or for other sensitivity. Sensitive information
is any information the | oss, m suse, or unauthorized access to,
or nodification of which could adversely affect the national
interest or the conduct of federal progranms, or the privacy of
Departnent of Defense personnel, but that has not been
specifically authorized to be kept classified. Unclassified
national security information, Privacy Act data, personal
information (such as nedical records, fitness reports and
performance eval uations), proprietary, source selection
sensitive, nuclear propulsion information, operations or mssion
informati on may be considered sensitive information.

5. (Objectives. The Chief of Naval Operations directs the
i npl enmentation of the Navy I A program through the policy set
forth in this instruction, to:

a. Protect information and resources to the degree
comensurate with their val ue.

b. Enploy efficient procedures and cost-effective,
i nformation-based security features on all information
t echnol ogy resources procured, devel oped, operated, naintained,
or managed by Navy organi zational elenents to protect the
informati on on those resources. An analysis of costs and
benefits shoul d be used determ ne which procedures and security
features are appropriate, including a realistic assessnent of
the remaining useful life of |egacy systens conpared with the
cost of adding new security safeguards.
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c. Adopt a risk-based |life cycle managenent approach in
appl ying uni form standards for the protection of Navy
i nformation technol ogy resources that produce, process, store,
or transmt information.

d. Conduct an assessnent of threats, identify the
appropriate conbi nation of safeguards fromthe | A disciplines,
and apply an appropriate | evel of certification and
accreditation for each specific information system devel oped by
a programoffice and for each site enploying networks and
depl oyed i nformati on systens.

6. Policy. Al Navy information and resources shall be
appropriately safeguarded at all tinmes, to support defense-in-
depth across Navy and DoD. Safeguards shall be applied such
that information and resources nmaintain the appropriate |evel of
confidentiality, integrity, availability, authentication, and
non-repudi ati on based upon mssion criticality, |evel of
required information assurance and cl assification or sensitivity
| evel of information entered, processed, stored, or transmtted.
The safeguarding of information and information systens shall be
acconpl i shed through the enployment of nulti-disciplined
defensi ve | ayers, as well as sound adm nistrative and

oper ati onal practices.

7. 1A Requirenents. |A Requirenents should be validated by the
Fl eet Commander s-in-chief or other Echelon Il Commanders and
forwarded to the CNO N64 Attack/Protect/Exploit (CAPER) Action
Forum via CNO N643. The principle mssion of the CAPER Action
Forumis to review, clarify, define and validate certain CNO
sponsored programissues and requirenents for the operating
forces of the United States Navy.

8. Information Assurance Publications. The | A Publication
series provide specific guidance and direction on inplenentation
of this instruction for Navy, and as such, are extensions of the
policies herein. The I A publications detail specific roles and
responsibilities and reflect the | atest affordable, acceptable,
and supportabl e procedures and products to ensure the security
and protection of Navy information. |A Pub 01 introduces and
summari zes the Departnent of the Navy' s approach to IA.  Pub 01
is intended to foster a common understandi ng of | A principles,
concepts, and interrel ati onshi ps anong system pl anners,
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organi zati onal managers, Information Systenms Security Oficers
and Managers, and users. Appendix Ato IA Pub 01 lists and
describes the current and planned | A Pubs. The | A publications
are mai ntained by Director, Communications Security (COVSEC)

Mat eri al System (DCVMS) and shall be updated routinely. The IA
Pubs are avail able on the NI PRNET and the SIPRNET at the | NFOSEC
Wb Site.

9. Responsibilities

a. Organi zational Responsibilities.

(1) Chief O Naval Operations (CNO. The CNOis
responsi ble for ensuring full inplenmentation and coordi nati on of
Navy | A Program execution with the Assistant Secretary of the
Navy (ASN) Research Devel opnent & Acquisition (RD&A) and Deputy
Assi stant Secretary of the Navy (DASN) Conmmand, Control,
Communi cati ons, Conputers and Intelligence/Electronic
War f ar e/ Space (C41/EW Space). The CNO executes this
responsi bility by:

(a) Appointing the Navy Senior Information Systens
Security Manager (SISSM with authority as the Navy princi pal
Desi gnat ed Approving Authority (DAA) for coll ateral / GENSER
classified and sensitive but unclassified information systens.

(b) For the Navy, the CNO has appointed the
Director, Space, Information Warfare, Comrand and Control (N6)
as the Sl SSM

(c) CNO (N6) has del egated the duties of Navy S| SSM
to CNO (N643).

(d) Directing the SISSMto ensure execution of
responsibilities outlined in reference (a) and to devel op the
procedures and policies necessary to inplenent higher directives
and regul ati ons.

(e) Appointing CNO (N89) as the DAA for all Special
Access Prograns.

(f) Appointing CNO (N3/N5) as the DAA for all Single
I ntegrated Qperations Plan (SI OP) prograns.
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(g) Appointing Director, Ofice of Naval
Intelligence as the DAA for all Sensitive Conpartnented
I nformation (SCl) prograns.

(h) Appointing Commander, Naval Security G oup
Command as the DAA for all cryptologic systens and SCI physi cal
facilities under their cogni zance.

(2) CNO (No643) shall

(a) Oversee the Navy I A Program Provide
stream ined, sinplified and standardi zed security gui dance and

policy.
(b) Approve and issue the Navy | A Master Pl an.

(c) Represent | A Requirenents submtted by Fleet
Commander s-i n- Chi ef and other Echelon Il Commanders to the CNO
N64 Attack, Protect, Exploit Requirenments Action Forum ( CAPER
AF) (ref (d)).

(d) I'n coordination with Commander, Space and Nava
Warfare Systens Command ( COVBPAWARSYSCOM) (PMW 161), devel op and
i ssue standards for critical | A conponents (e.g. firewalls,
virtual private networks (VPNs), intrusion detection systens
(IDSs)), for use within Navy information systens and net works.
Critical I A conponents are those which, to ensure
interoperability with other Navy, joint or other DoD systens,
must be standardi zed and nanaged at a service |evel. Standards
wi |l be docunented in the DoN Cl O I nformati on Technol ogy
St andards Cui dance, Chapter 3 (ref (e)).

(e) Represent CNO as the DAA for Navy-w de and joint
service information systens (where Navy is the assigned |ead).
Assi gn DAAs and ensure the accreditation of all Navy information
technol ogy resources. CNO (N643) further del egates DAA
authority to second echel on commanders for acquisition and
devel opment of information systens within their cogni zance.
Further del egation of this DAA authority is limted to officers
of the grade of O-6 or above and civilians of grade GS-15 or
equi val ent except by prior coordination with and authorization
from CNO (N643).
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(f) Provide Navy representation to the DoD
| nformati on Assurance Panel, subordi nate working groups and
ot her DoD-1 evel working groups and study groups relating to I A

(g) Coordinate Navy subm ssion of reports on I A
postures, to include training initiatives and overall progress
in neeting | A goals and objectives.

(h) Oversee Navy | A training requirenents and
provide requirenents to the Communi cations, |nformation Systens,
and Networks (CISN) Training Wrking Goup (see item (7)).

(3) Commander, Space and Naval Warfare Systens Conmand
( COVBPAWARSYSCOM) (PMWM 161) is the Departnment of the Navy's I A
Program Manager. As such COVBPAWARSYSCOM (PMM 161) shall:

(a) Ensure full coordination of Navy | A program
execution with CNO (N643), COWNAVSECGRU, COVSEPAWARSYSCOM ( PMM
162) and Headquarters USMC,

(b) Draft and maintain the Navy | A Master Pl an as
requested by CNO (N643), and in coordination with CNO N64
Attack/ Protect/Exploit Requirements (CAPER) Action Forum
Headquarters Marine Corps, COWAVSECGRU, and ot her Naval Systens
Commands. The I A Master Plan shall include identification and
formal docunentation of | A goals and objectives for Navy, a
strategy for achieving those goals and objectives, a description
of 1A progranms, projects and initiatives that will result in the
capabilities needed, and an | A ri sk managenent plan. The Navy
| A Master Plan and updates as required will be submtted to CNO
(N643) for approval and issuance.

(c) Submt Program Objectives Menorandum ( POV
requi renents to support | A prograns as delineated in the Navy | A
Mast er Pl an.

(d) Execute Navy | A prograns as defined in the Navy
| A Master Plan.
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(e) As the technical lead for Navy | A, provide
systens and security engineering and integration testing and
support for Navy information systens and networks with I A
requi renents. Provide input, review, and recommended updates to
| A Publications. Establish and execute capability to provide
on-site assessnents to Navy commands, including vulnerability
assessnents coordi nated by FIWC

(f) Maintain a Navy | A research and devel opnent
programto nmeet Navy requirenents in accordance with the Non-
Acqui sition Program Deci si on Docunent (NAPDD) and as del i neated
in the Navy | A Master Plan. Coordinate A R&D activities with
the O fice of Naval Research to ensure maxi num and snooth
transition of new technol ogies to operating forces, fully
integrated for maxi mum cost effectiveness with existing
t echnol ogi es.

(g) As the Navy's Certification Authority:

1. Provide high-level oversight and
standardi zation for the systemcertification and accreditation
process for all Service, Joint, devel opnent and acquisition
progranms across Navy.

2. Advise program managers and DAAs in their
responsibility to assign a capable Certification Agent
responsi ble for conpleting the certification and accreditation
process in accordance with the Defense Information Technol ogy
Security Certification and Accreditation Process (Dl TSCAP)
reference (f).

3. Establish and maintain a master file of Navy
accredited systens and maj or network operations centers (NOCs).
Ensure supporting certification and accreditation docunents are
anal yzed for |lessons |earned, identification of system
deficiencies and for incorporation in process inprovenents and
the Navy | A Master Pl an.

(h) Develop and centrally acquire Navy standard and
specified | A products. Provide life cycle managenent support for
centrally procured | A products and systens, to include
operations and mai nt enance fundi ng.
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(1) Maintain the Navy I NFOSEC Wb Site and | A Help
Desk as directed by CNO (N643).

1. Navy INFOSEC Wb Site. The Navy | NFOSEC Wb
Site on the World Wde Wb provides access to the Navy | A
Publications, as well as other I A related references, advisories
and announcenents, and a variety of resources on | A issues
across Navy, the Departnent of Defense and ot her services and
agencies. The INFOSEC Wb Site URL on the Non-classified
I nternet Protocol Router Network (N PRNET) is
http://infosec.navy.ml/. On the Secret Internet Protocol
Router Network (SIPRNET) the URL is
http://infosec.navy.sml|.ml/.

2. Information Assurance Hel p Desk. For
routine technical and engi neering assistance, an | A Hel p Desk
has been established under COVSPAWARSYSCOM ( PMV¥ 161) to support
Navy and Marine Corps conmands on | A matters and provide
gui dance on specific questions for securing and certifying
systens. The Help Desk is available at 1-800-304-4636.

(j) Support Navy Conputer Network Defense by
provi di ng network anal ysis and managenent tools to support the
Navy Conponent Task Force — Conputer Network Defense (NCTF-CND)
m ssi on.

(4) COVEPAVWARSYSCOM (PMWM 162) shall conduct 1A
Vul nerability Assessnents in support of the D TSCAP
Certification and Accreditation process for devel opi ng systens.

(5) Commanders of Systens Conmands and ot her Navy
devel opnent and acquisition activities shall ensure Program
Managers integrate information assurance requirenents in the
design of information systens and that all systens are delivered
to naval customers with certification docunentation to support
accreditation requirenents of ref (f).

(6) Commander, Naval Security G oup Comrand
( COWNAVSECGRU) shal | :

(a) Serve as DAA for accreditation of Cryptol ogic

systens and networks. Coordinate the Navy Service Cryptol ogic
El ement (SCE) programw th the National Security Agency (NSA).

10
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(b) Serve as DAA for SCI physical facilities under
COMNAVSECGRU cogni zance.

(c) Provide support, as coordinated by FIWC, in the
conduct of vulnerability assessnents and Red and Bl ue Team
oper ati ons.

(7) The Comruni cations, Information Systens, and
Net wor ks (CI SN) Trai ni ng Wrking G oup, established under
reference (g), shall

(a) Identify Navy 1A billet and training
requirenents.

(b) Ensure devel opnent of Navy training plans for
i nformati on systens.

(c) Establish A training requirenents for mlitary
and civilian personnel.

(8) Chief of Naval Education and Training (CNET) shall:

(a) Devel op Navy school house | A training and
educati on.

(b) Ensure A training is incorporated into al
pertinent Navy training and appropriate formal schools.

(9) Fleet Information Warfare Center (FIWC) shall:

(a) Manage the Naval Conputer |ncident Response Team
(NAVCI RT) for Navy; The NAVCIRT, |ocated at FIWC, serves as the
Navy primary conputer incident response capability to provide
assistance in identifying, assessing, containing, and countering
incidents that threaten Navy information systens and networks.
On request NAVCIRT will offer hands-on assistance to sel ected
naval activities, such as deployed ships, that are under cyber-
attack. FIWC will collaborate and coordi nate Navy efforts with
ot her Governnent and commercial activities to identify, assess,
contain, and counter the inpact of conputer incidents on
national security conmunications and information systens, and to
mnimze or elimnate identified vulnerabilities.

11
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(b) Provide CNO (N64) with nonthly, quarterly, and
annual summaries of reported Navy conputer incidents.

(c) Provide tinely advisories of newy identified
vul nerabilities.

(d) Conduct on-line surveys for fielded systens.

(e) Provide vulnerability assessnents and Red and
Bl ue Team operations to requesting comrands. Coordi nate
resources provi ded by COWAVSECGRU and COVSPAVWARSYSCOM PMWV 161
as required.

(f) Provide intrusion detection nonitoring, on-line
surveys, and activity analysis and assessnent in support of the
NCTF- CND (see item 13).

(10) Director, Ofice of Naval Intelligence (ONI) shall

(a) Coordinate Navy | A requirenents for the Navy
SCl/Intelligence programand the Navy portion of the DoD
Intelligence Information System (DODIIS) with the Defense
Intelligence Agency (DI A).

(b) Serve as DAA for Navy SCl systens.

(c) Assist CNO (N643) and COVSPAWARSYSCOM ( PMWV 161)
by gathering relevant threat information to assist in defining
system security requirenents.

(d) Provide all-source, fused intelligence support
to the NCTF-CND (see item 13).

(11) Conmander, Naval Conputer and Tel ecommuni cati ons
Command (NCTC) shall:

(a) Coordinate Defense Information Infrastructure
(DI'l') connection approval with the Defense Information Systens
Agency (DI SA) for Navy information systens and sites. Ensure
sites with DIl connections neet DI SA accreditation requirenents.

12
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(b) As required, provide Internet web-hosting and
demlitarized zone (DMVZ) services for afloat units and snal
shore commands. A DMZ is a dedicated network segnent that is
used to separate public services frominternal services.

(c) Ensure shore-based infrastructure sol utions
i ncor porate appropriate | A saf eguards.

(d) Provide network operations, including
monitoring and restoral functions in support of the NCTF-CND
(see item 13).

(12) Director, COVSEC Material System (DCMS) shall

(a) Maintain Central Ofice of Record (COR),
ensuring the proper storage, distribution, inventory,
accounting, and overall safeguarding of COMSEC materials for the
Navy, Marine Corps, and Coast Guard, MIlitary Sealift Command,
and joint and allied conmands, as required.

(b) Maintain the I A Publication Library as directed
by CNO (N643).

(c) Control, warehouse, and distribute
crypt ographi c equi pnent, ancillaries and associ ated keyi ng
material for all Navy.

(d) Under CNO (N643) direction, issue, publish and
di stribute gui dance necessary to ensure National |evel (e.g.,
NSA) policies are foll owed and enforced.

(e) Act as the Navy Hi gh Assurance (O ass 4) PK
Certificate Approving Authority. Comrunications Security
(COVMSEC) Material Issuing Ofice (CMO Norfol k provides a Navy
Centralized CAWFacility (NCCF) to support DVS for other than
Organi zati onal Messagi ng and non- DMS FORTEZZA® requi renent s.

(f) Act as Navy Registration Authority for Medium
Assurance (C ass 3) PKI.

13
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(13) Navy Conponent Task Force — Conputer Network
Def ense (NCTF-CND) shall:

(a) Coordinate the defense of Navy conputer
net wor ks and systens as directed by the Commander, Joint Task
Force for Conputer Network Defense (JTF-CND).

(b) Defend conputer networks and systens within the
Navy’'s el enments of the Defense Information Infrastructure, as
directed by the JTF- CND

(c) Wen tasked, be responsible for the nonitoring,
restoral, and security of Navy networks.

(d) Monitor the Navy' s Infornmation Assurance
Vul nerability Alert (1 AVA) conpliance and act as the Navy’'s
Reporting Agent for |AVA

(e) Coordinate/direct appropriate actions to ensure
Navy web pages resident on the Wrld Wde Wb are in conpliance
Wi th prescribed Departnent of Defense and Navy gui dance.

(f) Make Information Operations Condition (1 NFOCON)
recomendations to the Navy Command Center in response to a
Comput er Network Attack and report the Navy | NFOCON st at us.

(14) Naval Crimnal Investigative Service (NCI'S) shal
provi de | aw enforcenent and counter-intelligence support to the
NCTF- CND and FI WC.

b. Individual Responsibilities

(1) Fleet Commanders-in-Chief and Second Echel on
Commanders are responsible for inplenentation of the Navy | A
Programw thin their respective cl ai manci es and areas of
responsi bility and shall:

(a) Appoint in witing an Information Assurance

O ficer to oversee and provide | A guidance to subordinate
or gani zati ons.

14
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(b) Appoint in witing an Infornmation Systens
Security Manager (1SSM to oversee and inplenent the | A program
within the claimncy. This may be, but need not be the sane
i ndi vi dual assigned as Information Assurance Oficer.

(c) Provide oversight and managenent of the activity
| A training programin accordance with all policies stated and
referred to by this instruction, to include the Navy I A
Publ i cation Library.

(d) Request vulnerability assessnment assistance and
Red and Bl ue Team operations fromFIWC to validate | A controls
and practices.

(2) Commanding officers, commanders, and officers-in-
charge are responsi ble for the overall managenent of | A at the
command | evel and shall:

(a) Ensure all automated information systens or
net wor ks used by the command are individually and collectively
accredited by the site DAA, or by the appropriate DAA in the
case of information system services centrally procured or
provi ded by anot her conmand.

(b) Ensure that all of the requisite safeguards, as
docunented in the respective System Security Authorization
Agreenment (SSAA), are inplenented and that the site maintains
accreditation. Assess the need to reaccredit wth each system
configuration change. Wile it is expected that the commander
W ll be assisted in this effort by a certification agent, | SSM
or Information System Security Oficer (1SSO, accreditation is
consi dered a command responsibility.

(c) Appoint, in witing, an | SSM \Were managenent
and adm ni strative functions have been consolidated within a
Navy organi zation, the higher-level organization head may
designate a single ISSMto manage |A for the entire
organi zati on, and subordi nate | SSMs need not be appoi nted.

15
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(d) Ensure that an ISSO is designated, as
appropriate, for each information system and network in the
organi zation, responsible for inplenenting and maintaining the
site's informati on system and network security requirenents.
For small er commands, the same individual may perform | SSM and
| SSO duti es.

(e) Ensure current standard operating procedures;
inclusive of I A practices and procedures, are avail able and used
for all information technol ogy resources.

(f) Ensure | A awareness indoctrination and annual 1A
refresher training are conducted down to the user |evel,
tailored to specific site requirenents.

(g) Ensure all personnel performng |IA functions
receive initial basic and system specific training, required
certification, as well as annual recurring, refresher, or
foll ow-on training.

(h) Ensure any conputer intrusion incident, or
suspicion of one, is reported to FIWC at navcirt@iwc. navy. m |
or 1-888-NAVCI RT, as required by reference (i).

(3) Designated Approving Authority (DAA). Ceneral
gui dance on DAA roles and responsibilities is available in ref
(h). \Wether fulfilling the duties as DAA for program or
systens devel opnent or as a site DAA, all DAAs shall:

(a) Ensure sites and systens under their cognizance
are accredited in accordance with the DI TSCAP (reference (f)).
In doing so they shall review certification docunentation to
eval uate and determ ne an acceptable level of risk for
information systens and for overall site configuration, to
i nclude the aggregate of information technol ogy resources
enpl oyed in a given geographic |ocale.

(b) Ensure accredited sites and systens naintain the
approved security posture throughout the life cycle.

16
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(c) Ensure the respective SSAA delineates the
applicable 1A training requirenents for users, operators,
mai nt ai ners, adm nistrators, and managers in accordance with
this instruction and all specified references. Site DAAs shal
ensure the training requirenents delineated in the SSAA are net
and that training requirenents for specific roles (e.g., DAA
| SSM |1SSO) are nmet prior to appointnent.

(d) Coordinate any requirenments for del egation of
DAA authority with CNO (N643).

10. Action. All action addressees shall inplenent the guidance
contai ned herein and all associated references to include the
Navy | A Publication Library. Al devel oping and operating
activities shall budget for, fund and execute the actions
necessary to conply with this instruction and the publications

t hat support it.

R W MAYO

Rear Admral, U S. Navy

Director,

Space, Information Warfare,
Command and Control (N6)

Di stribution:
SNDL Parts 1 and 2
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